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1. Introduction

1.1 Overview

This installation guide will help you set up your Elastic Path 3 environment as well as provide you
with guidelines for customizing and configuring your Elastic Path 3 website.

NOTE: Elastic Path 3 was previous known as MerchantSpace 3 prior to being rebranded.
Therefore there will be numerous technical references to “MerchantSpace” throughout
this document.

1.2 System Requirements

The examples in this guide are provided for various popular platforms. However, Elastic Path 3
can be deployed in many other environments as listed on our website:

Note: This guide assumes you have the following software installed on your server:

Supported operating system
Supported database server
Supported Java application server
Java SDK 1.4.2


http://www.elasticpath.com/ecommerce/requirements/
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2. Database Setup

2.1 Overview

The Elastic Path 3 database creation scripts are located in the folder “/data” of your Elastic Path 3
distribution. SQL scripts are included for the following database servers:

MySQL 4.0.x

Oracle 9i RDBMS

IBM DB2 UDB 8.1
PostgreSQL 7.4

Microsoft SQL Server 2000

Other versions of these database servers may run without any problems, however ONLY the
versions above have been thoroughly tested. SQL scripts are saved in different folders with
corresponding names. For example, the Oracle scripts are located in /data/oracle.

2.2 Setting up an Elastic Path 3 database

NOTE: These instructions assume that you already have your database server installed. The
commands are shown in bold, the parts requiring configuration are shown in blue.

2.2.1 MySQL 4.0.x

Assumption: you have MySQL installed in c:\mysq|.

Start your database server.

1. Click: [START]->[RUN]

2. Type: "cmd" & press <ENTER>

3. Change folder to: c:\mysql\bin
4. Type: mysqgld-nt

Repeat the above stepl to step3 to open another DOS command window, and type the
following to enter mysql console:
0 mysql —u root

Create a database called “merchantspace3”. The database name can be any name but
must match the data source setup later on in this guide.
0 create database merchantspaces3;

Create a user account. The username must match the data source setup later on in this
guide.
0 The default one for localhost is root and no password.
o If the MySQL server and Tomcat application server are run in different hosts,
create a user account and grant privileges to the host which runs Tomcat
application server with the following command:
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2.2.2

2.2.3

grant all privileges on merchantspace3.* to ;
Note: if your database is on a different machine than the tomcat server, you may
want to specify a password by adding identified by ‘password’ to your grant
command.

o Commit the permission changes by using the flush privileges; command.

Change database to merchantspace3:
0 use merchantspaces3;

Copy the sql files from /data/mysql to c:\mysql\bin. Import data from sql file:
0 source [sqlfilename];

There are 3 sql files provided.

1. mysql.sgl -create the tables and set up foreign key constraints (REQUIRED)

2. general-insert.sql -insert general information to Elastic Path 3 application
(REQUIRED)

3. lavishliving-insert.sql -insert product-catalog information for “Lavish Living” demo
store (OPTIONAL)

Run the 3 sql files as needed. They have to be run in the correct sequence as the above
number indicated.

Create indexes as desired to improve performance

Oracle 9i

Start the database server

Create a schema named “merchantspace3” with username and password

Run the supplied sql files from /data/oracle of your CD or FTP site in the following order:

1. create-table.sql - create the tables and set up foreign key constraints (REQUIRED)

2. create-sequence.sql - create sequences (REQUIRED)

3. general-insert.sql - insert general information to Elastic Path 3 application
(REQUIRED)

4. lavishliving-insert.sql - insert product-catalog information for “Lavish Living” demo
store (OPTIONAL)

drop-table.sql is also provided in case the user wants to clean up the schema and start

again.

IBM DB2 UDB 8.1

Start the database server
Create a schema named “merchantspace3” with username and password
Run the supplied sql files from /data/db2 of your CD or FTP site in the following order:

1. db2.sgl (REQUIRED)


mailto:wliu@'10.10.1.0/255.255.255.0'
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- Click New

i. From the JDBC Providers picklist, choose DB2 Universal JDBC
Driver Provider, then click OK.

ii. Specify the General Properties:

1. Specify the name as DB2 Universal JDBC Driver.
2. Ensure that

${DB2UNIVERSAL_JDBC_DRIVER_PATH}/db2jcc.jar and
${UNIVERSAL_JDBC_DRIVER_PATH}/db2jcc_license_cu.j

ar are in the Classpath text box.
3. Click OK to go back to the JDBC main frame and view the
specified name.

- Click DB2 Universal JDBC Driver (the created name)

- Under Additional Properties, click Data Sources and go to the Data
Sources main frame

- Click New

i. Specify the data source name: merchantspace3
ii. Specify the INDI Name: jdbc/merchantspace3
iii. Click OK. You will see the data source Name: merchantspace3

- Click merchantspace3

- Under Additional Properties, click Custom Properties. Specify the
following properties for the database you created in section 2 above:

databaseName

serverName

portNumber

preTestSQLString (Set the value to “SELECT * FROM tPaymentType”.
This tests the database connection to ensure it is working properly).

O o0oo0oo

- Go back to merchantspace3, and under Additional Properties, click J2C
Authentication Data Entries

- Click New, specify the following properties:

Alias: merchantspace3

User 1D (user name for DB schema)

Password (password for DB schema)

Click OK. You will see HOSTNAME/merchantspace3 as authentication data
entries

O O0OO0Oo

- Go to data source merchantspace3 and set both the Component-managed
Authentication Alias and the Container-managed Authentication
Alias as HOSTNAME/merchantspace3

- After creating the data source, click “Save to Master Configuration”.

-10- ep
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o Deploy WAR file
In the navigation frame:

- Select Applications
- Select Install New Application

In the main frame:

- Enter the location of the WAR file in the local Path (local file) or server Path
(server file)

- Specify the context that will be used for WAR file. /merchantspace3

- Click Next

- Click Continue

- In Step 2 (Map resource env entry references to resources), specify the JNDI
name as jdbc/merchantspace3. Click Next.

- In Step 3, Click Next

- In Step 4, Click Next

- In Step 5, Click Finish

- Click save to Master Configuration

- Click Save

e Copy the jdom. jar to <WASHOME>\AppServer\lib
e Configuring hibernate (specific to IBM WebSphere AS 5.1):
e |In <MERCHANTSPACE_HOME>/WEB-INF/src/hibernate.cfg.xml:

Add the following 2 <property> elements directly beneath the 5 <property>
elements:

<property
name="hibernate.transaction.factory_class”>net.sf.hibernate.transa
ction.JTATransactionFactory</property>

<property
name="hibernate.transaction.manager_lookup_class”>net.sf._hibernate
-transaction. WebSphereTransactionManagerLookup</property>

e Configure Elastic Path 3 as per section 4 of this document and then restart the Elastic
Path 3 application.

3.4 Oracle Application Server (AS) 10g

e NOTES:

e These instructions assume that Oracle AS 10g is installed on a RedHat Linux ES 3
operating system. If you are deploying on Microsoft Windows 2000 Server or
Windows 2003 Server, please make the appropriate changes to path names.

-11- «2[3
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e Text that specifies default configuration information is displayed in BLUE and should
NOT be changed.

e Text that specifies configurable values is displayed in RED and can be changed to suit
your environment, however the changes must be consistent throughout the
deployment or configuration problems will occur.

e <0AS_HOME> refers to the path where Oracle AS 10g is installed such as
/home/oracle/iasl10g.

TIP: The Oracle AS 10g Enterprise Manager Application is sometimes inconsistent
with the true status of the system. Occasionally there are inconsistencies during
some actions; particularly when:

e Deploying a WAR file
e Starting/restarting the application server or component
e Creating a data-source

Therefore it is sometimes required to perform the same step more than once so that
the Enterprise Manager Application accepts the update.

Test your Oracle AS 10g installation:

Open the default page in your browser window (ex. http://localhost:80). Your default
port may differ depending on how you configured Oracle AS 10g. If the default Oracle
AS 10g installation is setup correctly, you should see the Oracle Application Server
homepage. If you can't access this site, then check your Oracle AS 10g installation and
documentation.

Test your SSL configuration (OPTIONAL):

Elastic Path 3 does NOT require that your environment be enabled with SSL. However, if
you want to run Elastic Path 3 on a server with SSL enabled (STRONGLY
RECOMMENDED), then proceed with these instructions. Test your SSL configuration by
opening the default SSL page in your browser window (ex. https://localhost:443).
Your default port may differ depending on how you configured Oracle AS 10g. If you
cannot access this URL, then you may not have an SSL certificate setup to run with
Oracle AS 10g. More information on configuring SSL with Oracle AS 10g can be found in
the Oracle AS 10g documentation. If you are running Elastic Path 3 behind a web server
such as Apache or IS, you can install the SSL certificate in the web server directly. If
you wish to turn SSL off within Elastic Path 3 (perhaps during development), consult
section 4.3 “Configuring merchantspace.xml”.

Deploying the Elastic Path 3 WAR file on Oracle AS 10g:

e Log into Oracle Enterprise Manager 10g (usually port 1810)

e Create an OC4J instance by clicking Create 0C4J Instance and entering an
instance name: 0C4J MERCHANTSPACE3

e Select the created instance from the System Components table on the index page

e Click Applications tab

e Click Deploy WAR file:

-12 -
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0 Select the local location of the merchantspace war file
0 Choose a name for it on the server: merchantspace3
0 Choose /merchantspace3 as the mapped_URL_directory

e Configuring Oracle AS 10g with SSL support:

Overview:
The following steps will be explained in detail below:

Enabling SSL for Oracle Enterprise Manager 10g:
Changing non SSL port(s)

Changing SSL port(s)

Elevating privileges (while using 80/443 on Unix/Linux)
Enabling SSL for default site and other OC4J instances

Enabling SSL for Oracle Enterprise Manager 10g:
Run the following commands:

e <OAS_HOME>/bin/emctl stop iasconsole
e <OAS_HOME>/opmn/bin/opmnctl stopall

e <OAS HOME>/bin/emctl secure em

e <0OAS HOME>/bin/emctl start iasconsole
e <OAS_HOME>/opmn/bin/opmnctl startall

Changing non-SSL Port(s):
e |n <OAS_HOME>/Apache/Apache/conf/httpd.conf:
= Change 7780 (default) to 80
e Run command: <OAS_HOME>/dcm/bin/dcmctl updateConfig -ct ohs
Changing SSL Port(s):
e Edit <OAS HOME>/Apache/Apache/conf/ssl .conf:
Change 4446 (default) to 443

e Run command: <OAS_HOME>/dcm/bin/dcmctl updateConfig -ct ohs
Configuring Oracle AS 10g to run with elevated privileges (ports < 1024):

e Change ownership of .apachectl to root:
Run command: chown root <OAS HOME>/Apache/Apache/ .apachectl
e Make .apachectl setuid:

Run command: chmod 6750 <OAS HOME>/Apache/Apache/ .apachectl

-13- «2'3
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e Update iasconsole and change old ports to match new:
Run command: <OAS_HOME>/sysman/emd/targets.xml
e Reload iasconsole:
Run command: emctl reload
e Enabling SSL (HTTP) server:
e Open <0AS_HOME>/opmn/config/opmn._xml in a text editor
e Search for “ssl-disabled” in the <ias-component id=HTTP_Server> context
e Change “ssl-disabled” to “ssl-enabled”
e Save and close <OAS_HOME>/opmn/config/opmn.xml
e Reload opmn:
Run command: <OAS_HOME>/opmn/bin/opmnctl reload
e Oracle AS 10g data sources:

NOTE: You will need the appropriate system level access to modify the indicated xml
configuration files.

e Overview of files relating to data source configuration:

<APP> = deployed application (merchantspace3)
<0C4J> = the name of the OC4J instance you created to deploy Elastic Path 3

Resources for the deployed application:

<OAS_HOME>/j2ee/<0C4J>/application-
deployments/<APP>/<APP>/orion-web.xml
<OAS_HOME>/j2ee/<0C4J>/application-deployments/<APP>/orion-
application.xml
<OAS_HOME>/j2ee/<0C4J>/application-deployments/<APP>/data-
sources.xml

Data sources directly associated with Elastic Path 3:

<OAS_HOME>/j2ee/<0C4J>/applications/<APP>/<APP>/WEB-
INF/web . xml

e Example using a non-emulated connection pooling data source:
e Using Oracle Enterprise Manager 10g:
= Select the <0C4J> instance
= Select Applications

= Selectthe j2ee application
= Select Data sources

-14 - 2':)
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= Select Create like
e Under General properties, specify the following properties:

= Name: jdbc/merchantspace3

= Data Source Class:
oracle. jdbc.pool .OracleConnectionPoolDataSource

= JDBC URL: jdbc:oracle:thin:@HOSTNAME:1521:SID
= JDBC Driver: oracle.jdbc.driver.OracleDriver
= Schema: your_schema_name

e Under Data source username and password:

= verify that the correct username and password have been specified and
Use Cleartext Password has been selected

e Under JNDI Locations:
= Ensure that Location is: jdbc/merchantspace3

e Edit <OAS HOME>/j2ee/<0C4J>/application-
deployments/<APP>/<APP>/orion-web.xml and make sure the following line is
correct:

<resource-env-ref-mapping name="jdbc/merchantspace3" />

o Edit <OAS HOME>/j2ee/<0C4J>/applications/<APP>/<APP>/WEB-
INF/web . xml:

=  Find the line:

<I-- Database Configuration -->

= Modify the <resource-env-ref> context to display:
<I-- Database Configuration -->

<resource-env-ref>
<description>DB Connection</description>
<resource-env-ref-
name>jdbc/merchantspace3</resource-env-ref-name>
<resource-env-ref-
type>javax.sql .DataSource</resource-env-ref-type>
</resource-env-ref>

e Start/restart your OC4J instance by clicking Start/Restart to activate that
instance

e Edit <OAS_HOME>/j2ee/<0C4J>/application-
deployments/<APP>/<APP>/orion-web.xml:

= Qccasionally after restarting your OC4J instance may need to be re-
edited as the instance’s data source overwrites the application’s data
source. You may have to check this file again and make sure the
following line is correct:

-15- ep
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<resource-env-ref-mapping name="jdbc/merchantspace3"
/>

e Configuring DOM4J:

o Copy the dom4j-full_jar file from:
<0OAS_HOME>/j2ee/<0C4J>/applications/<APP>/<APP>/WEB-INF/
into:
<OAS_HOME>/j2ee/<0C4J>/applib

so that it is in application scope.

e Configuring CyberSource (optional):
e Using Oracle Enterprise Manager 10g:

e Select the <0C4J> instance
e Select Administration
e Select Server Properties

e Inthe Java Options box, add "-

Xbootclasspath/a:/home/oracle/i1AS10g/j2ee/merchantspace/app
lications/merchantspace3/merchantspace3/WEB-
INF/1ib/xerceslimpl._jar:/home/oracle/iAS10g/j2ee/merchantspa

ce/applications/merchantspace3/merchantspace3/WEB-
INF/Lib/xml-

apis.jar:/home/oracle/i1AS10g/j2ee/merchantspace/application
s/merchantspace3/merchantspace3/WEB-INF/lib/xalan. jar".

This is done to use the required XML parser instead of the Oracle XML parser
(xmlparserv2.jar), which is configured to load as a system level library of OC4J.

e Configuring hibernate (specific to Oracle AS 109):

e |n <OAS_HOME>/j2ee/<0C4J>/applications/<APP>/<APP>/WEB-
INF/src/hibernate.cfg.xml:

Add the following 2 <property> elements directly beneath the 5 <property>
elements:

<property
name="hibernate.transaction.factory_class”>net.sf.hibernate.transa
ction.JTATransactionFactory</property>

<property
name="hibernate.transaction.manager_lookup_class”>net.sf._hibernate
-transaction.OrionTransactionManagerLookup</property>

e Configure Elastic Path 3 as per section 4 of this document and then restart your
OC4J instance again

-16 - Ep
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3.5

JBoss Application Server (AS) 3.2.3

NOTES:

e These instructions assume that JBoss AS 3.2.3 is installed on a Microsoft Windows
2000 Server or Windows 2003 Server. If you are deploying on Unix or Linux , please
make the appropriate changes to path names.

e Text that specifies default configuration information is displayed in BLUE and should
NOT be changed.

e Text that specifies configurable values is displayed in RED and can be changed to suit
your environment, however the changes must be consistent throughout the
deployment or configuration problems will occur.

e <JBOSS_HOME> refers to the path where JBoss AS 3.2.3 is installed such as
/home/jboss_3.2.3.

Test your JBoss AS 3.2.3 installation:

Test your JBoss installation by navigating in your browser window to:
http://1ocalhost:8080/ jmx-console/index. jsp. If the default JBoss installation is
setup correctly, you should see the JBoss server homepage. If you can't access this site,
then check your JBoss installation and documentation

Test your SSL configuration (OPTIONAL):

Elastic Path 3 does NOT require that your environment be enabled with SSL. However, if
you want to run Elastic Path 3 on a server with SSL enabled (STRONGLY
RECOMMENDED), then proceed with these instructions.

First, test the URL: https://localhost:8443/jmx-console/index. jsp. If you cannot
access this URL, then you may not have an SSL certificate setup to run with JBoss. More
information on configuring SSL with JBoss can be found at
http://www.jboss.org/wiki/Wiki.jsp?page=SSLSetup (Note the file jboss-service.xml
mentioned there is located in the <JBOSS_HOME>\server\default\deploy\jbossweb-
tomcat41.sar\META-INF\ directory. Remember to change your keystoreFile and
keystorePass)

If you are running Elastic Path 3 on a standalone application server (ie. No web server)
you can install the SSL certificate using JSSE or OpenSSL along with the Java keytool
command. If you are running Elastic Path 3 behind a web server such as Apache or
Microsoft IIS, you can install the SSL certificate in the web server directly.

Deploying the Elastic Path 3 WAR file on JBoss 3.2.3:

- Extract war file to a temp folder and make the following changes:

= Create a file named 'jboss-web.xml' and place it under: /WEB- INF
= Add the following contents to this file:

<?xml version="1.0" encoding="UTF-8"7?>

-17 -


http://localhost:8080/
https://localhost:8443/
http://localhost:8080/

elasticpath

Deployment Guide

<jboss-web>
<resource-ref>
<res-ref-name>jdbc/merchantspace3</res-ref-name>
<res-type>javax.sqgl .DataSource</res-type>
<jndi-name>java:/jdbc/merchantspace3</jndi-name>
</resource-ref>
</jboss-web>

= Open \WEB-INF\web.xml and edit the Database Configuration parameters.
Replace the existing block with the following:

<resource-ref>
<description>The default DS</description>
<res-ref-name>jdbc/merchantspace3</res-ref-name>
<res-type>javax.sgl .DataSource</res-type>
<res-auth>Container</res-auth>

</resource-ref>

=  Copy all files under \WEB-INF\classes\mapping Ffiles\<your installed db>\
to \WEB-INF\classes\

= In Section 4 below, complete configuration steps 4.1to 4.5
Zip all the extracted files into a new merchantspace3.war file
Copy merchantspace3.war file to <JBOSS_HOME>\server\default\deploy

Download or acquire the jdbc driver jar file for your database (see section 3.7 below
for tips on doing this) and copy the file to <JBOSS HOME>\server\default\lib

Create a file named merchantspace3-ds.xml' and place it under the deploy
directory: <JBOSS_HOME>\server\default\deploy

Add the following contents to this file:

<?xml version="1.0" encoding="UTF-8"?>
<datasources>
<local-tx-datasource>
<jndi-name>jdbc/merchantspace3</jndi-name>
<connection-url>DBURL</connection-url>
<driver-class>DBDRIVER</driver-class>
<user-name>USERNAME</user-name>
<password>PASSWORD</password>
</local-tx-datasource>
</datasources>

Ensure that the database URL, driver, username and password are correct for your
environment. See section 3.7 below for assistance with JDBC configurations

Restart JBoss. The war file will be automatically deployed.

e Go to http://localhost:8080/merchantspace3

-18- Ep
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3.6

BEA WebLogic Server 8.1

NOTES:

e These instructions assume that BEA WebLogic Server 8.1 is installed on a Microsoft
Windows 2000 Server or Windows 2003 Server. If you are deploying on Unix or Linux
, please make the appropriate changes to path names.

e Text that specifies default configuration information is displayed in BLUE and should
NOT be changed.

e Text that specifies configurable values is displayed in RED and can be changed to suit
your environment, however the changes must be consistent throughout the
deployment or configuration problems will occur.

e <BEA HOME> refers to the path where BEA WebLogic Server 8.1 is installed such as
/home/weblogic_8.1.

Configuring BEA WebLogic Server 8.1:

- Create domain and server

= (Click Start -> All Programs -> BEA WebLogic Platform 8.1 ->
QuickStart

= Follow the wizard to create an express Basic WebLogic Server Domain with
username: weblogic and password: weblogic. Note, please choose Sun SDK
1.4.2_04 as JVM.

- JDBC Dirivers Setup
o JDBC drivers are required in the WebLogic Server CLASSPATH to configure a
connection pool or a data source. Add the JDBC driver jar files to the
<CLASSPATH> variable in the
“<BEA_HOME>\user_projects\domains\mydomain\startWebLogic.cmd file

- Start WebLogic Server by
“<BEA_HOME>\user_projects\domains\mydomain\startWebLogic.cmd”

- Open the Administration Console by navigating in your browser window to:
, log in by typing username and password.

- Enable SSL
Click Servers ->myServer, check <SSL Listen Port Enabled> check box

- Configuring JDBC Connectivity
=  Configuring a JDBC Connection Pool

- Click services ->JDBC -> Connection Pools ->Configure a
new JDBC Connection Pool...

-19- 2[:]
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- Choose Database Type and Database Driver, Click
<Continue>

- Fill all the connection properties, click <Continue>

- Click <Test Driver Configuration>, you should see
“Connection Successful”. Otherwise, double check the
classpath, driver and db properties

- Click <Create and Deploy>

=  Configuring a JDBC Data Source

- Click Services ->JDBC ->Data Sources -> Configure a new
JDBC Data Source

- Specify the JNDI name: jdbc/merchantspace3, click
<Continue>

- Choose the JDBC Connection Pool just created, click
<Continue>

- Check myServer, then click <Create>

- Shutdown the Server by using
<BEA_HOME>\user_projects\domains\mydomain\stopWebLogic.cmd”

e Deploying the Elastic Path 3 WAR file on BEA WebLogic Server 8.1:

- Extract war file to a temp folder and make the following changes:
= Create a file named weblogic.xml and place it under: /WEB-INF

Add the following contents to this file:
<?xml version="1.0" encoding="UTF-8"7?>

<IDOCTYPE weblogic-web-app PUBLIC "-//BEA Systems, Inc.//DTD
Web Application 8.1//EN"
"http://www.bea.com/servers/wls810/dtd/weblogic810-web-
jar._.dtd">
<weblogic-web-app>
<reference-descriptor>
<resource-description>
<res-ref-name>jdbc/merchantspace3</res-ref-
name>
<jndi-name>jdbc/merchantspace3</jndi-name>
</resource-description>
</reference-descriptor>
</weblogic-web-app>

=  Open up the \WEB-INF\web.xml and edit the Database Configuration
parameters. Replace the existing block with the following:

<resource-ref>
<res-ref-name>jdbc/merchantspace3</res-ref-name>
<res-type>javax.sql .DataSource</res-type>
<res-auth>Container</res-auth>

</resource-ref>

=  Copy all files under \WEB-INF\classes\mapping Ffiles\<your installed
db>\to \WEB-INF\classes\
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= In Section 4 below, complete configuration steps 4.1to 4.5
- Zip all the extracted files into a new merchantspace3.war file

- Copy merchantspace3.war file to
“<BEA_ HOME>\user_projects\domains\mydomain\applications”

- Restart WebLogic Server, the war file will be automatically deployed.

e Gotohttp://localhost:7001/merchantspace3

e Configuring CyberSource on WebLogic (OPTIONAL):

e This section only applies if you are using the CyberSource payment processing
module.

o Edit the file
“<BEA_HOME>\user_projects\domains\mydomain\startWebLogic.cmd".
Modify the classpath to add the CyberSource JAR files (cybsclients.jar and
cybssecurity.jar) as well as other required JAR files for CyberSource (xalan.jar,
xercesimpl.jar and xml-apis.jar). Your classpath line should look like this:

e set CLASSPATH= <Your Dir>\cybsclients.jar; <Your
Dir>\cybssecurity.jar ;%WEBLOGIC_CLASSPATH%; %POINTBASE_CLASS
PATH%;%JAVA_HOME%\jre\lib\rt._jar ;%WL_HOME%\server\lib\webse
rvices.jar; <Your Dir>\mysql-connector-java-3.0.9-stable-
bin_jar; <Your Dir>\xalan.jar; <Your Dir>\xerceslmpl.jar;
<Your Dir>\xml-apis.jar;%CLASSPATH%
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JNDI / JDBC configuration

NOTES:

e <MERCHANTSPACE_HOME> refers to the path where Elastic Path 3 is installed such as:

/home/tomcat/webapps/merchantspace3

JNDI configuration

The default INDI name used for the Elastic Path 3 data source is
jdbc/merchantspace3. This should not need to be changed. However if for some
reason you must use a different JINDI name, you must change this in ALL locations
where it is listed in this document. In addition, it must be changed in:

e  <MERCHANTSPACE_HOME>/WEB-INF/web.xml
e <MERCHANTSPACE_HOME>/WEB-INF/merchantspace .xml

e <MERCHANTSPACE_HOME>/WEB-INF/src/mapping
files/hibernate.cfg.xml

e <MERCHANTSPACE_HOME>/WEB-INF/classes/mapping
files/hibernate.cfg.xml

JDBC configuration

The configuration information for different databases is listed in the following table.

MySQL Database driver JAR file:  mysqgl-connector-java-3.0.9-stable-bin.jar
Database driver: com.mysqgl . jdbc.Driver
Database connection URL:
jdbc:mysql ://HOSTNAME/DBNAME
Database driver download:

Oracle Database driver JAR file: classesl2.jar
Database driver: oracle.jdbc.driver.OracleDriver
Database connection URL: jdbc:oracle:thin:@HOSTNAME:1521:SID
Database driver download:

IBM DB2 UDB Database driver JAR file: db2jcc.jar or db2jcc_license_cu.jar
Database driver: com.ibm.db2.jcc.DB2Driver
Database connection URL: jdbc:db2://HOSTNAME : 50000/DBNAME
Database driver download: N/A —it is only available with your DB2
distribution

PostgreSQL Database driver JAR file: pg74.213.jdbc3. jar
Database driver: org.postgresgl .Driver
Database connection URL: jdbc:postgresgl ://HOSTNAME/DBNAME
Database driver download:

Microsoft SQL Database driver JAR files:  msutil.jar
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Server

(all 3 are required)

Database driver:

msbase. jar
mssqlserver.jar

com.microsoft. jdbc.sqlserver.SQLServerDriver

Database connection URL:

Jjdbc:microsoft:sqglserver://HOSTNAME ; DatabaseName=DBNAME

Database driver download:

Table 1.0 — Database-specific JDBC configuration
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4.

4.1

Elastic Path 3 Configuration

Overview

4.2

This section discusses how to configure the Elastic Path 3 application. This should
ONLY be done after the initial application server setup is complete in section 3 above.
Once you have completed all of the sub-sections, your Elastic Path 3 website will be fully
operational.

<MERCHANTSPACE_HOME> refers to the path where Elastic Path 3 is installed such as:

/home/tomcat/webapps/merchantspace3

Configuring Hibernate

4.3

Hibernate is an open source Java object/relational persistence framework used by Elastic
Path 3 to handle database management.

The hibernate configuration file and mapping files are different for each database. They
are stored in the folder corresponding to the database you are using under
<MERCHANTSPACE_HOME>/WEB-INF/src/mapping files. For example, the mapping files
for Oracle are located in <MERCHANTSPACE_HOME>/WEB-INF/src/mapping
files/oracle.

NOTE: As of Elastic Path 3.1.1, there is no longer anything to configure for Hibernate to
work with Elastic Path 3.

Configuring merchantspace.xml

Elastic Path 3’s configuration settings are stored in an XML file at
<MERCHANTSPACE_HOME>\WEB- INF\merchantspace.xml. The following are the names
and descriptions of the elements in the configuration file (fields which likely need
configuring are indicated in RED):

=l merchantSpaceConfig — the main element containing all the configuration settings
for an Elastic Path 3 implementation.

#| sslEnabled — this activates SSL for the storefront and Commerce Manager
| store:
= true - all pages in the storefront displaying sensitive information will be
displayed via HTTPS
= Tfalse — all pages in the storefront will be displayed via HTTP
#| manager:
= true - all pages in the Elastic Path 3 Commerce Manager will be displayed
via HTTPS
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false - all pages in the Elastic Path 3 Commerce Manager will be displayed
via HTTP

#| mailHost — domain or IP address of your SMTP server. This is used to send email

confirmations.

#| dataSource — java data source name used with your Elastic Path 3 database. As
discussed in section 3.7 above, this very rarely changes from the default value
(Java:comp/env/jdbc/merchantspace3)

#| databaseDriver — JDBC Driver for your chosen database. See section 3.7 above for
help choosing the correct driver.

#| databaseServer — indicates what database you are using and is limit to ONE the
following values: mysqgl, oracle, db2, postgresql, sqlserver

#| domain — settings indicating Elastic Path 3 Application setup
name — IP or hostname of your Elastic Path 3 application (ex.

)

context — the application server context for this application
port —the HTTP port for Elastic Path 3 (ex. 80)
securePort —the HTTPS port for Elastic Path 3 (ex. 443)
directories — location of Elastic Path 3 components

manager
store

images
assets
includes

Css
secureAssets

searchPagination

=l dynaProperties — name/value pairs used to add global string variables to the Elastic
Path 3 application.

SearchIindexRebuildInterval — Time interval to rebuild the product catalog

search index

CreditCardPaymentMode — Determines whether to complete credit card

transaction at time of order or time of shipment

Configuring property files

This section documents all property files in the following folders:

. /WEB-INF/src/resources
. /WEB-INF/classes/resources

application.properties

e usage: defines all Elastic Path 3 string constants used in the sample Lavish Living
storefront

e configuration required: NONE
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e attribute.properties

e usage: defines data types of Elastic Path 3-defined attributes created in the Attribute
Manager

e configuration required: NONE
e cmtest.properties
e usage: defines data used by jWwebUnit in Commerce Manager smoke tests
e configuration required: NONE
e countries.properties
e usage: defines 2-letter abbreviations for all countries
e configuration required: NONE
e cybs.properties

e usage: defines configuration information for connecting to the Cybersource payment
processing system

e configuration required: If CyberSource is being used for payment processing, the
following values should be configured:

= cybersourceURL — URL to connect to CyberSource

keysDirectory — location of directory containing merchant keys

merchantlD — the merchant ID for your CyberSource account

keyFilename — optional alternative key filename

targetAPIVersion — version of the CyberSource API in use

sendToProduction — true/false. Determines whether to post transactions to the
production server.

= enableLog — true/false. Outputs debug information to the console.

= |ogDirectory — directory where log file resides

= |ogMaximumsSize — maximum size of log file

e email.properties

e usage: defines email addresses used by Elastic Path 3 when sending out
confirmations

e configuration required:

= returnEmailConfirmation - The "From" address in the email confirmation sent
when customers are retrieving a forgotten password or creating new account

= returnEmailShippingConfirmation - The "From" address in the email confirmation
sent when a shipment has been created

= orderConfirmationEmail - The "From" and "BCC" address in the email
confirmation sent when an order has been created

= passwordReminderManager - The "From" address in the email confirmation sent
when an Elastic Path 3 Commerce Manager user is retrieving a forgotten
password
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exact.properties

e usage: defines configuration information for connecting to the E-xact payment
processing system

e configuration required: If E-xact is being used for payment processing, the
following values should be configured:

e clientName - company name
e accountlD - your E-xact ID
e password - your E-xact password
o fileManager.properties
e usage: defines configuration information used by the Elastic Path 3 Asset Manager

e configuration required:

e maxFileSize — the maximum size file to allow users to upload
o allowedFileExt — the list of file extensions that users are allowed to upload

e log4j.properties
e usage: defines debugging configuration information used in logging
e configuration required:
= |og4j.appender.F.File = <DIRECTORY>/<FILENAME>
e manager.properties
e usage: defines some data type variables used in the Commerce Manager
e configuration required: NONE
e paypal.properties

e usage: defines configuration information for connecting to the PayPal payment
processing system

o configuration required: If PayPal is being used for payment processing, the
following values should be configured:

= email — email address of PayPal Business Account
= paypalURL = URL for PayPal payment system

e provinces.properties
e usage: defines 2-letter abbreviations for all Canadian provinces
e configuration required: NONE

e states.properties
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e usage: defines 2-letter abbreviations for all US states
o configuration required: NONE
e test.properties
e usage: defines data used by jWebUnit in Lavish Living storefront smoke tests
e configuration required: NONE
e ups.config.prop
e usage: defines data used for UPS Rates and Service Selection module

= configuration required: NONE (This is now configured in the Commerce
Manager)

e ups.countries.prop
e usage: defines UPS country code data
e configuration required: NONE
e upscountries.properties
e usage: defines UPS country code data
e configuration required: NONE
e upsCustomerClassification.properties
e usage: defines UPS customer classification codes
e configuration required: NONE
e upsEurUnion.properties
e usage: defines list of 2 letter country abbreviations
e configuration required: NONE
e upslanguages.properties
e usage: defines list of 2 letter language abbreviations
e configuration required: NONE
e upsPackage.properties
e usage: defines UPS package code
e configuration required: NONE

e upsPickup.properties
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e usage: defines UPS pickup codes
e configuration required: NONE

e upsServiceCA.properties
e usage: defines UPS service codes for shipments originating in Canada
e configuration required: NONE

e upsServiceEurUnion.properties
e usage: defines UPS service codes for shipments originating in the European Union
e configuration required: NONE

e upsServiceMX.properties
e usage: defines UPS service codes for shipments originating in Mexico
e configuration required: NONE

e upsServiceOthers.properties

e usage: defines UPS service codes for shipments originating in areas other than:
Canada, European Union, Mexico, Puerto Rico or the US.

e configuration required: NONE
e upsServicePR.properties
e usage: defines UPS service codes for shipments originating in Puerto Rico
e configuration required: NONE
e upsServiceUS.properties
e usage: defines UPS service codes for shipments originating in the US
o configuration required: NONE
e urls.properties
o usage: defines URLs used by the Struts MVC layer
e configuration required: NONE
e velocity.properties
e usage: defines configuration information for the Velocity templating engine

e configuration required: NONE
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e verisign.properties

e usage: defines configuration information for connecting to Verisign’s PayFlow Pro
payment processing system

e configuration required: If PayPal is being used for payment processing, the
following values should be configured:

User — user ID provided by Verisign

Vendor — vendor ID provided by Verisign

Partner — partner ID provided by Verisign

Password — password provided by Verisign

hostAddress — host address to connect to Verisign PayFlow Pro

hostPort — host port to connect to Verisign PayFlow Pro

certificateLocation — location of certificate used for authentication purposes

4.5 Configuring PayPal (optional)

The Verisign Root CA certificate file “cacerts” located in %JAVA HOME%\jre\lib\security
expired on January 2004. PayPal (and some other applications) require a valid Verisign
Root CA certificate to function. In order to use PayPal with Elastic Path 3, users need to
download the new cacerts file for their specific application server and copy it to the above
folder.

For IBM WebSphere, it is downloadable from:

For other application servers, we recommend you contact your vendor or visit their
website to acquire an appropriate cacerts file.

4.6 Logging into the Commerce Manager for the first
time

e Log into the Elastic Path 3 Commerce Manager:
http://localhost:8080/merchantspace3/manager/ (default user: admin, password:
admin). NOTE: If you have specified a value other than “8080” for the HTTP port in your
application server, you will need to alter the above URL to reflect your port number. If you
have HTTPS enabled in your application server and have configured merchantspace.xml
use SSL in the Commerce Manager (ie. <manager>true</manager>), this page will
automatically redirect to a secure HTTPS login page.

e Click the “Catalog” tab. Click “Refresh Catalog Tree”. This writes a JavaScript file to
<MERCHANTSPACE_HOME>/manager/js which contains all the category nodes for the
catalog tree.

e Click “Rebuild Search Index” to make your product catalog searchable.

-30 -


http://www-106.ibm.com/developerworks/java/jdk/security/
http://localhost:9090/merchantspace30/manager/

ELQSthPQ'th Deployment Guide

4.7 Shopping in the Lavish Living sample store

e Navigate your browser to: http://localhost:8080/merchantspace3.
e You should be able to add products to your cart from the Lavish Living store. NOTE: If

you have specified a value other than “8080” for the HTTP port in your application server,
you will need to alter the above URL to reflect your port number.

4.8 Removing the Lavish Living sample data

e Once you are comfortable with using the Lavish Living demo site to get a feel for the
functionality of Elastic Path 3, you can start with a new database and then run all the
required DDL scripts (omitting lavishliving-insert.sql) to get a clean database with
no sample “Lavish Living” data.
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